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1	Decision/action requested
This contribution discusses the protection of assets in GVNP type 1 due to virtualization for the virtualized network product security assurance study.
2	References
[1] S3-210774,  3GPP TR 33.818 v0.a.0, " Security Assurance Methodology (SECAM) and Security Assurance Specification (SCAS)”
3	Rationale
The GVNP type 1, defined in Clause 5.2.3.2.1 of TR 33.818 [1], is as follows:
[image: ]
Unlike a traditional physical network product, this Type 1 has no physical memory, no physical computing resources, and no physical networking capabilities.  Instead, it has to rely on the underlying virtualization layer to provide and manage the memory, compute, and network resources needs of the type 1 GVNP.  In another word, GVNP Type 1 is no more than a collection of software, application, etc that is lumped in an image or a package. Once the GVNP Type 1 is onboarded and starts life in a VM, then the 3GPP functions come to life. Even at this stage, all of the GVNP’s compute, storage, and network resources needs are still provided and managed by the virtualization layer. This leads us to rethink what it means to protect the assets as described in Clause 5.2.4.2 of TR 33.818 [1]:
“
-	User account data and credentials (e.g. passwords, private key);
-	Log data;
-	Configuration data, e.g. GVNP's IP address, ports, VPN ID, Management Objects (e.g. user group, command group) etc.
-	Guest Operating System, i.e. the files that make up the guest OS and its processes (code and data);
-	GVNP Application;
-	Sufficient processing capacity: that processing powers are not consumed close to limits;
-	The interfaces of GVNP to be protected and which are within SECAM scope: for example:
-	OAM interface, for remote access: interface between GVNP and OAM system
-	Interface between virtualised network function (VNF) and VNFM
-	Interface between VNF and virtualisation layer, for providing the execution environment to run VNF
-	GVNP Software package (binary code or executable code) which includes 
-	VNFD;
-	VNF image and image description file;
-	Configuration data (e.g. manifest file as defined in [15])
”
Let’s take two of the assets as example and ask the following questions:
What does it mean to protect the “configuration data” of a GVNP Type 1 when the data resides not in the GVNP Type 1, but in the memory location allocated in the VM, by the virtualization layer?
What does it mean to protect the “sufficient processing capacity” of a GVNP Type 1 when the compute resource provided not by the GVNP Type 1, but by the VM which is allocated by the virtualization layer?
There is no question that the assets of GVNP Type 1 need to be protected, but are we protecting the assets or are we really protecting the VM and the virtualization layer? This also leads to the issues of what is in scope and what is not in scope and how do we define the scope?
It is understandable that the type 1, type 2, type 3 definitions of GVNP are defined in such a way that serves as a separation that makes writing SCAS for virtualized network product easier, but at the end of the day, as a real network product and in terms of real world testing, does this separation make sense? 

4	Detailed proposal 
It is proposed to add the following Editor’s Note in Clause 5.2.4.2.1 in the companion contribution S3-210950 as a placeholder to capture the above discussion.

Editor’s Note:  It is FFS whether protecting the generic assets of GVNP Type 1 is the equivalent of protecting VM and protecting the virtualization layer.

image1.jpeg
H
I
i
i
i1 [ Functions Function:
3GPP-defined interfaces E | defined by Other dstred bsy Other
(e.g. N7, N8, N9,N10, N11, .} E 3GPP functions 3GPP functions | oam
it - functions
ETSI-defined interfaces | |
(e.g.Ve-Vnfm) i Guest OS Guest OS
i
| e e R ——
it e detmed merfaces
1SYNBothped .. QN

Virtualisation layer

Hardware





